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 The webinar will be recorded and posted to the FIA website within 24 hours of the live 
webinar.
 Please use the “question” function on your webinar control panel to ask a question to the 

moderator or speakers.
 Disclaimer:This webinar is intended for informationalpurposes only and is not intended to 

provide investment, tax, business, legalorprofessionaladvice. Neither FIA nor its members 
endorse, approve, recommend,or certify any information, opinion, product, or service 
referenced in this webinar. FIA makesno representations, warranties, orguaranteesas to the 
webinar’s content.
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NIS2: Update on implementation / regulatory 
guidance 

• Implementation inconsistent across 
Member States
Implemented: 15

• Most recently: Czechia, Hungary, 
Slovenia

Still to come: 12
• Expected Q3/4 2025: Portugal, 

Estonia, Sweden
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Cybersecurity
Critical Infrastructure and Ransomware Notice Obligations

CISA proposed rule
On April 4, 2024, CISA published its proposed rule to implement the CIRCIA requirements

With respect to financial services, an entity would be considered a covered entity as long as 
it falls within the financial services critical infrastructure sector, as defined by the CISA 
Financial Services Sector-Specific Plan, and is not a small business

The proposed rule appears to go far beyond the statute 
in defining the types of entities and incidents for which 

reporting obligations would apply

If a report is required, the proposed rule would apply to 
many financial institutions and impose detailed 

requirements for the information that must be shared 
with CISA at a level of granularity significantly beyond 
what any financial services regulator currently requires

Under the proposed rule, a covered entity would include any Financial Services Sector entity that is required to report 
cybersecurity incidents to its primary federal regulator
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California: CCPA Regulations

The Agency’s final regulations are detailed and prescriptive, and address:

Requirements for CCPA notices (e.g., notices at collection and privacy policies), including:

• Format
• Content
• Timing

Limitations on collection, use, retention and sharing of personal information relating to California residents

Business practices for handling the CCPA rights requests of California residents, including how a business must respond to requests 
and the timeline for such responses

Requirements for:

• Obtaining parental consent for the sale or sharing of personal information relating to California residents under the age of 13
• Obtaining opt-in consent of California residents between the ages of 13 and 16

Standards for contracts with service providers and contractors
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Privacy laws in other states

Since California enacted the CCPA, 19 states have enacted similar, comprehensive privacy laws

GLBA exceptions are critical.  Similar to the CCPA, each of these 19 state privacy laws creates a number of privacy 
rights for relevant state residents (and corresponding obligations for businesses), such as:

• Access
• Deletion
• Sale opt-out rights

Although the Oregon and Minnesota laws are more nuanced, these state privacy laws include exceptions for both 
financial institutions (and sometimes their affiliates) and data that is subject to the GLBA

• That is, these state privacy laws do not apply to financial institutions
• For example, the Virginia law does “not apply to” a “financial institution or data subject to Title V of the” GLBA



46 

Executive Order and DOJ Rule on Cross-Border 
Data Access
In March 2024, former President Biden published Executive Order 14117 on Preventing Access 
to Americans’ Bulk Sensitive Personal Data and United States Government-Related Data by 
Countries of Concern
The EO prohibits or restricts U.S. companies from knowingly providing Countries of Concern or Covered Persons with 
access to Covered Data

It likely will impact most entities operating in the U.S. that collect or transfer data within the Program’s ambit—making routine 
business decisions and activities potentially unlawful

• Countries of Concern: China (including Hong Kong and Macau), Cuba, Iran, North Korea, Russia and Venezuela

• Covered Person: (i) non-U.S. person, resident of Country of Concern; or (ii) foreign entity, ≥50% owned by, organized 
under the laws of, or has principal place of business in Country of Concern

• Covered Data: six types of “bulk” sensitive personal data of U.S. residents + certain federal government-related data
• Bulk sensitive personal data includes personal financial data (e.g., bank account information) or personal health 

information (e.g., physical and mental health condition) relating to at least 10,000 U.S. persons
• Government-related data includes sensitive personal data that a party markets as linked or linkable to current 

or former employees or contractors of the federal government
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Executive Order and DOJ Rule on Cross-Border 
Data Access

Selling, licensing, similar commercial transaction of Covered Data to a Covered Person, recipient did not collect the data directly from the 
individuals linked or linkable to the data

Prohibited transactions:

Providing access to Covered Data to Covered Person, unless: 
• Vendor agreements for goods or services
• Employment agreements
• Investment agreements in which a person obtains direct or indirect ownership of a U.S. legal entity or real estate in the U.S.

Restricted transactions:

Limitations do not apply to transactions “to the extent that they are ordinarily incident to and part of the provision of financial services”
• DOJ FAQs: financial institutions are not categorically exempt
• Must evaluate each data transfer to determine whether it is “incident to and part of the provision of financial services”
• For example, a vendor agreement that provides a covered person with access to bulk U.S. sensitive personal data “is not ordinarily 

incident to and part of the provision of financial services for a financial institution’s wholly domestic operations”

Financial services exceptions:
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EU AI Act: 
Risk-Based 
Approach

Source: European Commission
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EU AI Act: Covered Entities

The EU AI Act applies to:
1. Providers of GPAI models

2. Providers of AI systems 

3. Deployers of AI systems 

4. Importers and distributors of AI systems

5. EU representatives of non-EU providers

6. Affected individuals (so they can use 
their rights)

An entity can have several roles, e.g., provider of a GPAI 
model and provider the AI system powered by the AI 
model; provider and deployer of an AI system.


















