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National People’s Congress of the People’s Republic of China Legislative Affairs Commission
No.1 Qianmen West Street, Xicheng District

Beijing, China
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To the Commission

B: EZIE

Consultation Draft of the Data Security Law

(BRZEE) ERERHE

On behalf of its members, the Asia Securities Industry & Financial Markets Association
("ASIFMA")! and the Futures Industry Association (“FIA”)? (together, the “Associations” or
“we”, “our” or “us”) are pleased to submit to the Legislative Affairs Commission of the
Standing Committee of the 13 National People's Congress (“Commission”) our comments
and suggestions on the Consultation Draft of the Data Security Law (“DSL”) of the People’s

Republic of China (“PRC”) published on the National People's Congress website3.
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1 ASIFMA is an independent, regional trade association with more than 100 member firms comprising a diverse range of
leading financial institutions from both the buy and sell side, including banks, asset managers, law firms and market
infrastructure service providers. Through the GFMA alliance with SIFMA in the US and AFME in Europe, ASIFMA also provides
insights on global best practices and standards to benefit the region.
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FIA is the leading global trade organization for the futures, options and centrally cleared derivatives markets, with offices in
London, Singapore and Washington, D.C. FIA’s membership includes clearing firms, exchanges, clearinghouses, trading firms
and commodities specialists from more than 48 countries as well as technology vendors, lawyers and other professionals
serving the industry. FIA’s mission is to support open, transparent and competitive markets, protect and enhance the
integrity of the financial system, and promote high standards of professional conduct. As the principal members of
derivatives clearinghouses worldwide, FIA’s member firms play a critical role in the reduction of systemic risk in global
financial markets. Further information is available at www.fia.org
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3 Available at: http://www.npc.gov.cn/flcaw/userindex.html?lid=ff80808172b5fee801731385d3e429dd.
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We have consulted our members and received responses. This letter sets out our views on
the DSL, the practical difficulties financial institutions may face and our recommendations and
our request for clarification for certain provisions of the DSL.

MREMAERMEEABRAFBERREY ., RRHEHINBNRTEHERZEZNEN
SRV T REE IRAYSCPRAEME . BRI BRI AR BAT BIR R &5 T 5 B {L Ay
EK.

In summary, we support the need for jurisdictions to establish reasonable and proportionate
mechanisms to safeguard data. Data is pivotal to the business of our members, and
concomitant controls are essential to the integrity of financial markets and business
confidence more broadly.

BHEME, RMNPABESEERERELSEREINNFRIPEELZENTE. HUE
AMXEBAMEHRBITWFEENXE, B 2s, BEAXETIERN ERE SR
THEREZEEFELOEXRER.

At the same time, the DSL casts a broad net, in certain instances is difficult to interpret in
practice and can be open to significant interpretation. Its interaction with existing legal and
regulatory requirements and expectations — and indeed, the future Personal Information
Protection Law - is also unclear.

B, BELZEERETEZ, EMMERTEEEBEERERES T IUEEMHAE
ML, SIRLEEX5NERELINNERMPE, NEKE (MAGERIPE) =2
8] {9 5 2 FN4HE B 5208 15 AN BRAA .

The Appendix sets out our detailed comments.
FATR RS I TR

At a high level, our key concerns are as follows:

FNBRAROHER[EBMNT

(a) Overarching concerns

BUAFER

The DSL will inevitability impact the business operations of financial institutions in
many ways. However, the DSL as currently drafted is broadly worded and lacks
specific guidance in key areas of concerns. These give rise to uncertainties in the mind
of financial institutions, particularly, regarding the following aspects:

(i) Broad scope of application of the DSL and its extraterritorial application.

(ii) Overlap with existing laws and regulations. In particular, data activities
conducted by financial institutions are highly regulated, so it is critically
important that areas of duplication or inconsistency are resolved before
implementation.

(iii) Principle-based obligations which will require more specific guidance to
enable compliance in practice.
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(i) BIRREEN 2N RSB R HEIME 5.

(ii) SPTERZNES. LHE SRVMTRNEIEISRESELE,
R, AERETEELEHESEEESCEZRI K, +0XR%E.

(i) R XSHEFRETHEEEBAKMNIES],
Further details are set out in Part A of the Appendix.
— I ER T M AR,

(b) Specific items
B{k[a &

Certain Articles impose direct obligations and risks on financial institutions, and they
generally invoke more concern amongst our members. They include:

(i) the broad definitions of “data”, “data activities” and “data security” in Article
3;

(ii) the impact on existing data regulatory landscape caused by Articles 6 and 7;

(iii) the promotion of cross-border data transfer referred to in Article 10;

(iv) the tiered data security system and the classification of data as “important

data” set out in Article 19;

(v) the framework to be set up for security impact assessment, reporting,
sharing, monitoring, inspection/ review systems in Articles 20 and 22; and

(vi) data security protection obligations imposed on financial institutions under
Chapter IV.

HETHERSERMYVMIUKBERNSNNE, SIEMEZRBRARTNKSE, €
S

(i) B=fKAX [#dR] . [8IEEm] M [BdEes] MEXZHEEZ,
(i) BX. CENABBIELEERENF W,

(i)  BTFAARXTRHEBIRE SRR,

(iv)  BHAFPREXTHREZENEHEUR [EREIE] NP EFE

>~n$
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(v) BT, T EARAXTEIRENEIHE. RE. £Z0 B0,
E/REH RO, &

(vi)  BEENEFIEEMNOEELERPNSE.
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We set out our specific comments and provide our recommendation with respect to
each Article in Part B of the appendix.

BB R LERZFRNRGRNANZWE T 258,

Next steps
T—$75

We would be pleased to engage in further discussions with the Commission in relation to our
comments and provide further industry input where necessary. If you have any questions,
please do not hesitate to contact Matthew Chan, ASIFMA Head of Policy and Regulatory
Affairs, at mchan@asifma.org or +852 2531 6560, and TzeMin Yeo, FIA Head of Legal & Policy,
Asia Pacific, at tmyeo@fia.org or +65 9111 0717.

BIMBREBREEZIZHE—TRITBINNEL, HEEFENH —PREVFERERL, 40
REFITTENE, BBKR ASIFMA BUIRAZENES 2B Matthew Chan (ELHP:
mchan@asifma.org, Hif: +85225316560) 1 FIA L KEEMBIKES S TzeMin Yeo
(BB HP: tmyeo@fia.org, HiE: +6591110717) .

In the meantime, to facilitate dialogue, we will also share a copy of our submission with the
People’s Bank of China and China Securities and Regulatory Commission, given the potential
overlapping areas of regulation.

RIE, ANEREETEESNIERTOR, KRGHEPEARRITNFTEIL
FHEEEZERAR.

This submission was prepared with the assistance of the law firm King & Wood Mallesons,
based on feedback from the wider ASIFMA and FIA membership.

RREGAESHERMESAOMET, RIEASIFMA T FIA R RH9T ZRIFELES.

Yours faithfully
(RN K

Mark Austen Bill Herder
Chief Executive Officer Head of Asia-Pacific
Asia Securities Industry & Financial Futures Industry Association (FIA)

Markets Association (ASIFMA)
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Appendix — Detailed comments

Mifr - BAEER

Introduction

%=
This Appendix is structured as follows:

B R I T EB A AL

Part A General and overarching comments

R — AR FNEERE D,

Part B Specific comments on each Article

&R BREFFRNELE

Unless otherwise specified, terms used in this appendix have the meaning and construction
given to them in the letter or the DSL, and any reference to the “DSL” is a reference to the
draft DSL published on the National People's Congress website as at the date of this
submission.

BRIEAFIRA, KR RIERCEEARGRBIELREERTRRN, FRRER
RUENBIRREERRE. [BRRE%] 8 ERR MG RRETEARMAEHAE
BREEER.

Part A Overarching comments
RE BAEER

1 Scope of application

Rz FSE Bl

We appreciate that one of the key purposes of the DSL is to safeguard national
security. We also recognise the importance of data security in the national security
framework. However, the potential reach of the DSL may cause unnecessary burden
to financial institutions.

BIARFRIFERZERFIEEELZEENHAT—IEIEEN, FRNBEER
EreWERREERFELXTRENER. A, SIEREENBEREE
El RS X ERASE AL ER 11E,

Specifically, we believe the DSL casts a net that is too wide, both in terms of:
(a) jurisdictional reach (see paragraph 1.1); and

(b) the definition of key concepts (see paragraph 1.2).

asifma F'
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1.1

BEfEmE, BMPAASREZEZE TR TESEEEE Tz
(@)  ENEEREEE (FRE11ER) ) &

(b)  EBMSHEX (HFERE12E) .

Extraterritoriality

EHSMNEX
The DSL covers:
(a) data activities conducted within the PRC* (“PRC Data Activities”); and

(b) data activities conducted by entities or individuals outside the PRC which
harm the national security of the PRC, or the lawful interests of PRC citizens
or organisations (“Harmful Non-PRC Data Activities”).

HiER R RE:
()  AEPERRFROEEED ( [PELEEN] ) | &

(b)  FESEHINAR. PATRYN, REFEERREHEFELR. AR
MEZENENEIEES ( [AENPERMERES] ) .

We understand that the DSL is intended to apply to all PRC Data Activities, and
Harmful Non-PRC Data Activities will be subject to legal liability in accordance with
the law (generally).

BT RE, BEREFMERT —UTELEEE, FNEENTERIMNL
EAMMREEREERE.

We strongly urge that the DSL focus on PRC Data Activities. The provisions in the DSL,
whereby any data activities conducted outside the PRC which harm the national
security of the PRC, or the lawful interests of PRC citizens or organisations can trigger
Article 2 are too vague, and could be interpreted in ways that bring conflict legal
obligations for businesses, which are of serious concern to the business community.

R BRIER £ EE ST ERRBIEANTE. RIBFBIRELREENEXL,
EHERINTROEETEEES), MRREFPEERZEH LR, BREEN
&, AEMASFINERETME WAEITEZ, TUESMEE SEL
SHMETVEENSHEEAR, Bl RARE.

In this response, we referto  “PRC” as the People’ s Republic of China, excluding the Hong Kong and Macau
Special Administrative Regions, and Taiwan, which we understand is consistent with the intent of the DSL.
AR, [HE] EPEARINE, FEREBHITEX. RIFHITEXMNEE, SHRONMERNEIE
REEMNEX—H.
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Having regard to the strategic importance of data, its need and ability to move cross-
border, and the number of cloud and other data services provided within the PRC, it
is important for financial institutions to understand how the DSL will be applied and
enforced in practice, particularly, with respect to foreign entities which do not have
physical presence in the PRC.

ZRIBIRNERERY. BEFRMEN UL PERRERN ZmBERENE
EBIERSNEE, SRVINELR T BEEZ XS I SKRE AT
LHE, $INRERERERR S SHENAEEINSER N BAMHIT,

Our two key areas of concern are as follows.
BAFRAD EEGHAN T,

Breadth and potential misalignment of jurisdiction

A B IRASERRDE T =

First, we believe that the DSL is too broad and uncertain in its extra-territorial reach.
More specifically, the application of the DSL to activities of individuals and
organisations outside of the PRC is very difficult to apply without clear and objective
parameters that can be reasonably assessed by those persons. As drafted, the extra-
territorial reach is already particularly onerous given there may be very limited PRC
nexus at all, with data potentially collected and stored wholly outside of the PRC.

B, BANAASIERSEZRSCEE T2, BRI ASEEFAEAHE
. BEmE, MRFERIMIDAMARTEURHERSHEEBEL T
5, BARERIMNIN AMALEHE U BEEL X T HTRNAER. ﬁﬁ
BE, BONNMERIFEZ, FURSTEMNXKIEEER, Bo6k

S ERIMEETFHERNEEE.

Furthermore, as noted above, the DSL’s jurisdictional reach also exceeds that of the
Cybersecurity Law. We submit that the extra-territorial application of the existing
Cybersecurity Law is sufficient to safeguard national security. The very fact of the
difference in jurisdictional reach of the DSL and the Cybersecurity Law creates a
degree of complexity that has already caused serious concerns amongst foreign
financial institutions. We believe restricting the DSL’s extra-territorial application to
a smaller scope or one that is commensurate with the Cybersecurity Law, may help
alleviate these concerns. In particular, we strongly suggest that areas of law covering
a common overall subject matter should be consistent in their application. See also
our comments in paragraph 2.

ot I EXFTR, HIRREENSEAEFREECBINATEENEEER
SEEl. BANAG, MITMEREENESNTHAE EMREERXE., FXE,
HIEREEEMEZR X2 BNEEEEEEZERACANARTESR, &5
ShERAGIINILRFIME . BAVAK, BEIRZ RSN FABR & R
FEMELEZEERNSEERNEBILE&., LHE, BRZETRE—
KBRERNERIEEX G- ARE. FERRNESE 2 BIRHMER

Finally, where certain provisions are not intended to apply to data activities
conducted outside the PRC, the DSL should include an express exclusion, to put the
issue beyond doubt. For example, it does not appear practical to require foreign
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1.2

entities to comply with all data security protection obligations set out in Chapter IV
of the DSL. It would be preferable to exclude non-PRC Data Activities expressly from
those data security protection obligations.

IMREEX P EEINTRABIEENE A FX, WEBREREEME

ﬁ%ﬁﬁ@ MR BREFEEER. B, BREIINLEBTEIRRPZE

BOEFEIAPAE BIRFRIFXSERFARTT. MR T EEINIEED
AR AEIZFBIER RIS, SEATE,

Investigation and enforcement powers

WEFHER

We are also particularly concerned about the scope of investigation and enforcement
powers of the relevant PRC authorities over foreign entities, and we recommend
more clarity in this regard.

&MLﬁﬂ%Mﬁ%¢l$ VAT ISR HATIFEFHUERERE, A
WS IABLLL £F i 5 AR AL

We welcome clarity on how the DSL will be enforced in practice, in terms of:

(a) communicating standards and expectations;
(b) undertaking investigations; and
(c) levying penalties.

BT BAR R ETE T 5177 H A SEBRHUE T A BR# B
(a) HBARAETITEA;

(b) RFAEE X

(c) FEM SRR

Additional specific comments

HihB@EER

We provide specific comments on Article 2 of the DSL in Part B.

BB RBIEREEBE _FNAGENET 2.

Broad definitions of “data” and “data activities”

[#dE] M [8EER] HEXEZ

The DSL’s scope of application is dictated by the definitions of “data” and “data
activities”, which, respectively, read as follows:

“Data” refers to any record of information in electronic or non-electronic
form.

asifma F' 8

Growing Asia’s Markets



“Data activities” refers to data collection, storage, processing, use, provision,
transaction, publication, and other such activities.

HIERSENNASEEBURT [#UE] M [83E7Es] MEX, REHERE
5

[ EHE | EFEEITINE FHIEE FIEIXEEHIIER.

[EHE AT BIEREAVKE. 75 ML, . 185 X5, 497
F17H.

These definitions are very broad. To enable financial institutions to formulate
effective and practicable compliance measures, we recommend more specificity in
the definitions such that the DSL can be fine-tuned to regulate the types of data that
will pose real threat to national security.

FREXSEEFERZ. BNRWEEREENEREXEHEREIREA,
BAECEARERLEMIERZEMNEIERE, LSRR HETX
BRI &R,

We also strongly believe that inclusive definitions and terms like “other such
activities” should be avoided, as they are very difficult to apply in practice and carry
a high risk of inconsistent application.

BIEY, BAVBAOAN, [EfRAUT] KEORMERE X AFTERTR B
AR, BRTESEA A OB, EU RS e i RE R E R
.

Additional specific comments

HihB@EER

We provide specific comments on Article 3 of the DSL in Part B.

BB RBIEREEBF=FNAGENET 2.

2 Overlap with other laws

S5HMZERES

The wide scope of application of the DSL causes overlap with existing laws, regulations
and guidelines.

HIRZEENN AR Z, SESITERE. EANESINM AR ES

For example, the Cybersecurity Law covers “network data” which refers to “all kinds
of electronic data collected, stored, transmitted, processed and produced through the
networks”. Where there is any inconsistency in the overlapping parts amongst the
DSL, the existing Cybersecurity Law and their respective subsidiary legislation and
guidance, it is unclear whether the principle of “a special law prevails over a general
law” or the principle of “a new law prevails over an old law” apply. Similar issues may
also arise with respect to the existing Archives Law.

asifma# F' 9
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Blan, WMBLEEXRE [MWERHE . MEERERIE [BTMFERE. 715
75, LERTLREEFEE . MREEREEZRENEEERISSIH
WITHMNEREERAWBEERLIGS I ZBRE AL —RHESERS, W
KA TEERT—RE] St [FEETIRE] NRWSEFERRER. Rt &
PWTH AT IR AR

We seek clarification and detailed guidance on how the DSL will interact with these
laws. We also provide specific comments on Article 49 of the DSL in Part B with
respect to its relation with the Law on Guarding State Secrets.

Et, BNFHEEGEBEIERSEEWTSIZFEEEEER, FRLEL
FATES|. BMNAXRBIELZEZEDNTAES (RFERWEZE) ZEHEKR
AR E T 28,

In addition to reducing overlap and ensuring compatibility with existing laws, we
suggest also factoring in laws that are in the pipeline, such as:

(a) the Civil Code of the PRC which was adopted by the 13th NPC and will take
effect on 1 January 2021 contains provisions relating to personal data
protection and privacy; and

(b) the Personal Information Protection Law, which is being drafted by the
Commission, as announced on the NPC website on 15 May 2020.

We recommend refining the scope to minimise any overlap with these and other
data-related laws.

BrRmD S ATEENERS, BERSWTEERRRSN, RNEBWIEHT
TEITHUERMANEE, W

(a) FERZSR ET% BEEEAKREE, KT 2021 £ 18 1 HEMR
7, SHHEESPAGEERPABRNEXNORAE X

(b)  AMAEBRRPZE RIEPEAKW 2020 F£5 A 15 HWAE, [EEEE
TREE,

BMNEBEVCABREIERSENEE, RUBD SHMEIRRSERENESRD .
Furthermore, we suggest specifying (or providing ancillary guidance as to):

(a) how any inconsistencies with other laws, regulations or guidelines should be
resolved; and

(b)  how the DSL interacts with other laws, regulations or guidelines.

s, BATRWEMRATIEm (SREEES]) -

(a) WMRE SHMER. ENFIEEIFA—BHER, BEALE, &
(b) iR EMI S HMER. EFMSIESIHEEERA.
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We urge the Commission, as a matter of priority, to examine the relevant laws,
regulations and guidelines which may overlap with the DSL, and to discuss with the
relevant authorities with a view to harmonise the DSL with the other laws, regulations
and guidelines. For example, other than the Cyberspace Administration of China
(“CAC”), the People's Bank of China (“PBOC”) and the China Securities Regulatory
Commission (“CSRC”) have also previously issued regulatory requirements relating to
data security and data protection.

BIMRIBEEIZM RN TS SBELTEEZEBMNARERE. ERAMES],
S5EXREEVNERNNATSBIREREESHMERE. ERAMES IR -8 I
W, REREEMESNAZE ([BER] ) % FEARRST ( [RfT])
MAEIISEEEEZRS ( EES] ) E0ELXHHEXBURR MR
RPN EENE.

Additional comments
Hpm W

See a specific example of how the DSL may overlap in our comments on Article 3 of
the DSL in Part B.

CHBERBNRBIELREEE=FEHNENL, PRI EFRBIEREEY
RS SITERENES RS T

3 Principle-based obligations

UL E

We understand that the DSL sets out general principles and anticipates relevant
authorities to formulate more specific rules.

BHE, BIEZEZHEMMUEERN, FHHBEXEEVMSHEHL —PH

That said, certain provisions (primarily Chapter IV of the DSL) directly impose
obligations on all companies, including financial institutions. We submit that these
provisions are not sufficiently specific for financial institutions to understand the
expectations of the DSL and the relevant authorities, and they cannot effectively
assess their legal and compliance obligations against their existing business practice.

BIfELNL, Bo&EX (FRAEHRLREZENE) LESEEN AN
ERAMNFERSRINNSE . BANAA, ZFEFXAERE, FEMILEFIY
TRBEREEMBEX T EVBLZINBENR, FSryETTER 0T
EEIAB WS ENOEEMERNS

This is particularly the case for foreign financial institutions with a view to developing
their businesses in the PRC. The broadly worded obligations may give rise to
uncertainties as to their legal and compliance obligations and risks, how breaches of
the obligations may be enforced, and how their business operations will be affected.
This may discourage the entry and/or continued operation of many foreign financial
institutions, particularly where there are cross-border aspects to their business or
where they seek to leverage the benefits of global expertise and centralised

asifmaZ [Z) )
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infrastructure, risk or control functions. It is also likely to cause confusion for those
using the services of onshore data partners. This is supported by the 2019 China
Business Climate Survey Report jointly released by Deloitte and AmCham China,®
which noted that inconsistent regulatory interpretation and unclear laws and
enforcement is the top challenge for services sector.

WMREINERYNMBERETELRLYS, BAEEML., BABZHNSE
METENAREN, BIEREREANSINE. AERXFHNBEAL TR
WEIAHEM R RV FEERZEEHMNT M. XUESTTHARSRIP S
HEANPER/ SASETEZENRERE, LHESREREVSHIKMAHR
ERZWFIRMBNER. REsEEREEPERNENNML. it #iE
A EAB SRS EERENRSNEIMIANES, XENERTTRZIRY
BEEAURE. BENTEXERSEKARMH 2019 WEHSHFEFAERE °1=
B, EREABBENTA—B/AHRIRS T ERARAS K, HBENLET

X—1E5,
We recommend the Commission consider:

(a) having a lead, or coordinating, regulator (eg PBOC) in implementing the DSL
for the financial services sector, including for the purposes of formulating
further rules or regulations in respect of the application of the DSL to the
financial services sector, and how they are enforced;

(b) expressly specifying that the relevant lead regulator (eg PBOC) will develop
detailed guidance and practical examples on how financial institutions can
discharge their obligations, with:

0] a transparent and inclusive process that engages with market
participants (directly or through industry associations) in the drafting
process, to ensure that these guidelines are ultimately practicable
and workable;

(i) a collaborative approach between authorities to ensure the core
aspects of the DSL are consistently implemented by each sector, and
reduce the likelihood of regulatory arbitrage;

(c) that rules, regulations or guidance applicable on a sectoral basis (“sectoral
rules”) should prevail over those applicable based on the location of the data
activities (that is, if a national financial regulator specifies certain sectoral
rules, then these sectoral rules should prevail over any general rules specified
by a local authority in the place where the data activities occur);

(d) any new sectoral rules for the financial sector either replace or expressly
supplement existing rules, to avoid overlap; and

5 Available at: https://www?2.deloitte.com/cn/en/pages/about-deloitte/articles/deloitte-amcham-2019-
china-business-climate-survey-report.html.See page 40 of the report.

BFFIRE: https://www?2.deloitte.com/cn/zh/pages/about-deloitte/articles/deloitte-amcham-2019-
china-business-climate-survey-report.html, ¥EILIR 45 40 71,
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(e)

that sectoral rules take effect at the same time as the DSL, with an adequate
implementation period. We suggest this period should be at least 24 month:s.
If, for any reason, the sectoral rules cannot take effect at the same time as
the DSL, we suggest an implementation period of 24 months after the
sectoral rules are finalised to enable financial institutions to fully understand
the implications and formulate and implement the necessary compliance
measures.

BUEBETZZETH &I

(a)

(b)

(c)

(d)

(e)

H—NELHEMBEEYNE (NRTT) SRS TLEEETHER
2%, SRR EEESRRS T AR A AR AT E S et —
HINEEMR;

BAFfE A XK BB (NRTT) Bl ERIMETXSNTRTT
SRR I MG, 8

(i) XAZHAEABRUNERF EEENRATTOINLESS
(EEgBIfTUYHS)  WREXEIRELEVIKTITAS
BN, R

(i)  BEEFTENMEE BRRBEZEENZOABTESNMTL
—EKE, mOBEEMA M,

TR BRI, SEMSFES] ( [F7eMnl ] ) s9ERAMNATREdE
RPN AR (BEEil, MREREREEVISITRHETH
RN, WEZFFTA RN A E B R T REE A s et 7T
ENA I E R ERT—ARAN)

EIERATI I ERN T AN N BIEEREE N TN TN M
NERSEEES, &

TRV SHFELEEZRNEN, FETELENHTHHE (BRI
DA 24 MR) o WRTUMNEEETRERESBIRR AR R,
BNBWAFLRTURNESET 24 PROTH, ILSRYIMEBRT
DTHBEREW, FENLELFNERER.

We would welcome the opportunity to be a part of this process.

BNt RES58 XERF.

Additional comments

Htp= L

We provide specific comments on some provisions in Chapter VI of the DSL in Part B.

BMNBEREELEEENEETEXNAERRELET 2,
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Part B Specific comments on each Article

Z# BREFHHNEAGER

In addition to the comments raised in Part A, we summarise in the table below our comments
and recommendations with respect to each Article in the DSL.

BREFERAEIIS, TRERBUIEREELEERTZFARORINAELL,

Chapter | General Provisions

F—E 2N

asifm
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Our key concern on this (a)
Article is the extra-

territoriality which we believe
should be limited to the

maximum extent possible. See

our comments in paragraph

1.1in Part A.

The first paragraph of Article 2
clearly states that the DSL
applies to all PRC Data
Activities.

The second paragraph raises (b)
more ambiguities. It does not
expressly state that DSL will

apply to non-PRC Data

Activities. Instead, it merely

states that Harmful Non-PRC

Data Activities will be subject

to legal liability.

The second paragraph may
indicate some extra-territorial
jurisdiction over non-PRC Data
Activities (eg to investigate
whether they are harmful to
the PRC’s national security).

We submit that the current
drafting is too vague, and
Article 2 could be interpreted
in ways which result in
conflicting legal obligations
with respect to non-PRC Data
Activities for financial

asifmaZ F/A

Article 2 in general

We urge the Commission to re-
consider and re-examine the existing
National Security Law, Cybersecurity
Law, Archive Law and other
regulations, and whether the relevant
authorities can rely on them to
effectively manage and regulate
Harmful Non-PRC Data Activities.
Overlaps with any existing law should
be minimised.

Second paragraph of Article 2

We urge that the DSL focus on PRC
Data Activities, and any investigation
or enforcement powers should not
cover non-PRC Data Activities because:

e the question of whether non-PRC
Data Activities are harmful to the
PRC'’s national security or public
interest are likely to be
determined through hindsight.
Prospective assessments of this
are very difficult in practice
without detailed parameters and
guidance; and

e  where certain non-PRC Data
Activities cause subsequent
unintentional harm to national
security or public interest, there
may be an inadvertent result of
finding a breach of the DSL
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institutions. This has caused
serious concerns amongst
international financial
institutions.

RERMRONEERZZ
HSNENR, BAVA DR T
BERR B INENASEE . ¥
RBEAVEFHE 1.1 ROE
o

FFE—RATIE LR
REFERT—VITELE
EEf

FERMEEEMNES, H
h I T RFIEE SR 2%
BN BT B EESNIER
&), RERTEWREERE
TR ERINIRAF A
BRI

F_RUEEEMANHE
BESNIERA SN M ESN S A E
BN (pER X BIEED
EEMNEFEERRE) .

BIAA, BRIWERET
iz, FFEIUUAETR
Rk, SBURSNERIATT
& B R SMNIR R E UK 1B
RN ESHEERR., EFR
SRS UL B RARMIE.

FIA

without any intent to that effect
(mens rea).

We suggest refining the test such that
it would require at least some degree
of intention to conduct Harmful Non-
PRC Data Activities in order to be
subject to any investigation or
enforcement.

Please refer to our recommendations in
paragraph 1.1 of Part A and our comments
on Article 32 in this Part B.

(@)

(b)

FoKEBE

BAMRIBEE L ZEHZ RN
TERZEE. MEREE. BHE
ETEAMEN, FEFEENILN
BRXEEVEE S TR LRER
ENBNEENEERENTEER
SNEIRTER, RUBEZHEERSE
EERITERES.

FIEE2R

BIMRIBRIELZEENE S P EE
EEMFHE, ERBAELPERN
BETEBENUEES, BB
™

s MAEBIBEENEETRE
PEERZESHALFEM
E BEREAZEAIH
o WERDFEMSEIES],
7 52 B AR 3 o 1T AT RE M T
& &

o WMRETHEFEIIEANAE
HTZRLTEFRET RS
EYAHTE, WEXENT
RAELTREERTHEREE
(ERLFEERE) .
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3 The definitions of “data”,
“data activities” and “data
security” are too broad.

In particular, the definition of

“data activities” can

potentially cover all aspects of
commercial activities involving

data.
F=% [ | A0 [#3EE=] B
E XIS FHIZ

TEZE, [83EE] BNE
XETRE B &7 R BHRAY B AL
A ENTIE,

' P
asifmaz
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Fi

BMNBUAERE, BREDHF—
ERENEEHETEENHEES)
RS, TRIVAZSHE.

BHRABUIEREE 1.1 RMZHE XS
=+ ZHRIVEIL

We recommend refining the definitions
such that:

(a) including “impacting national security”
or “safeguarding national sovereign”
to the definitions of “data”, “data
activities” and “data security” so as to
refine the DSL’s scope of application;
and

(b) carving out certain purely commercial
activities involving data (eg client
account management and data
security efforts) from the definition of
“data activities”.

Please also refer to our recommendations
in paragraph 1.2 of Part A.

BMBWEREREX, PUAZEITFH
1y

(@) & [H3E] M [HIEE] HEX
RN [RHERZE] 5 [£E
ExREN] , ABREIEZEEN
NAEHE, &

(b) K& T REENEFH LIRS (4
ERFRKAEENEEREIE) N
[BuRASN] kR,

TNESRRNEFERE 1.2 RAEIW
We understand that the State will establish
the “data security governance system” and

promote the enhancement of “data
security protection capabilities”

16



Please clarify that Article 4 does not
directly apply to private entities, including
financial institutions.

EI% & BTM7T#HE, BEREEY [HiELeR
EBAER], RiEs [ RER
Hl.
BEWERENEXEALASEENATEES
RN E A
6 It appears that the Central (a) Role of CNSC
National Security Commission
(“CNSC”) will be the central We suggest clarifying the roles and
policy maker for data security. responsibilities of the CNSC and the
Our general understanding is national cybersecurity and
that the Central National informatization department (which is
Security Commission primarily responsible for the comprehensive
focuses on political security coordination of network data security
and intelligence. and related supervision work
according to Article 7 of the DSL). In
This is quite different from the particular, we recommend clarity as to
existing regulatory landscape whether this means the CNSC will be
with respect to financial responsible for the comprehensive
institutions’ use of data. coordination of the security and
related supervision of non-networked
It is unclear how the role of data.
the relevant national security
authorities will impact the Please clarify to what extent this
overall regulatory culture and change in regulatory landscape would
framework for day-to-day impact financial institutions, for
data regulatory matters. example:

e whether new rules or regulations
will be issued by CNSC; and

e whether financial institutions need
to actively monitor for any new
rules issued by the CNSC.

(b) PBOC as lead regulator for financial
sector

Financial institutions are highly
regulated in many aspects. We
recommend that any additional rules
or regulations to be imposed on
financial institutions should be at least

asifmaz Kl )
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reviewed, and preferably issued, by
PBOC, an authority that would know
the intricacies of the existing and new
rules.

Please also refer to our recommendations
in paragraphs 2 and 3 of Part A.

MNERLEE, FRERZE () BRZENER

Az ([ERZR]) BE
ABBEREN P REFKRE
Ao RFEFANEBIERE,
FRERREZRZEIEN
RBUAREMIERIIE,

X5 BRI B (£
REEERAEEEZ.

BXRERTENEMEERN
R NEBREE WS E
BIELNEEMBERHNLEEX
1L FIAEZE 3 A BRH

This Article provides that the
following authorities are
responsible for the
supervision of data security:

Fi

INES

BMNBWESFSERZMERMES
RERMIRT (REFEHEREE
BFLt&x ERMEIBIATHED
HEMEHEzEMBEXEET
) . LHEHZE BMNBUWEZERH
XEERREERZRNTHED
HIEMKZEXRBIENREMAERE
BT,

BWR AL B R AR T E) Y £l
AN EmEZA, Bl

e ERZRABZR

M &

=F bW 87

o SRNVMESETEEMENE
AT HIFTE )

(b) RITIEAERITIAIELEEMY

THRVNMERTEZEEREE.

T RITIER T BT MET T
MU EMBLEERORR, A

B, B SR SEE R T ER
SMN S EZRE D ME T RITH
i, BREFHRTMSG.

FEAIEFERSE 2. 3 REVEIL.

We make the following recommendations

(a) One centralised regulator

We recommend that data security of
financial institutions should be
supervised by a single regulator (or at



least one primary regulator) to ensure
consistent interpretation and
enforcement of the DSL requirements.

(a) supervising bodies of
specific sectors including
finance; and

We recommend that the lead
regulator for financial institutions
should be the PBOC for the reasons set
out in our comments on Article 6,
consistent with our comments in
paragraph O of Part A.

(b) public security authorities
and national security
authorities.

This raises concerns about
inconsistent interpretation
and enforcement of the DSL

by e T e e (b) Involvement of local governments

Please clarify the local governments’
involvement as referred to the first
paragraph (eg whether they will be
making rules or regulations), and how
they will interact with other relevant
authorities.

We submit that some financial
institutions have branches and places
of business in multiple provinces in the
PRC. It would pose practical
difficulties to them if they are required
to comply with different rules in
respect the same piece of data which
may be used in multiple locations.

(c) The role of public security bodies and
national security bodies

The DSL should expressly clarify that
public security bodies and national
security bodies may enforce the DSL in
case of an infringement, but they
should not be responsible for the day-
to-day supervision of financial
institutions. The sectoral regulator
should act as the primary regulator.

' P
asifmaz
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(d) The role of relevant authorities for

national cybersecurity and
information

The last paragraph positions such
relevant authorities for national
cybersecurity and information (which
may include CAC) as a coordinator for
electronic or network data. Please
clarify their role, eg whether such
authorities will be involved in
enforcing the DSL. We reiterate that
the sectoral regulator should be the
primary regulator with respect to the
sector it covers. It should also
continue to be responsible for
ensuring consistency between its own
sectoral rules.

RENE X TIMXIEBEE FONOELNT:

o ST == -
2 RERE!

() ¢V EHEFILNE
BI), R

(b) AN EFERZE
%,

BMNEOERESSBAE
GRS €k rae pr =R T 2
TR —EL

Fl &

(a) B—HPREEYE

BMNRWAE-—NEENE (RE
PIRE-—NZELENN) BES
MIMNEELE, BRNEES
EEERANENBRENPOERT —
.

HTFBRMNERXREAFHNER DS
HEMERER, FNFWHRTE
EERVMNELLREE X5
EFEREE 3 IR —2.

(b) HBXBFNSS

HE—RAANBXBFNSSE
HEWE R (NBEXBFEESH
EMNEENE) | FiRAEXEK
M S HMBXEENMEE
&1k,
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It appears that the DSL seeks
to encourage cross border
data sharing provided that it is
legitimate and safe.

Fi

MoEMIMETFES N NEMNESE
DM ELH R, FHAMIAA,
WMRIZF SR I F — IR
EARRHBXBFARRN, XK
AT R H I RT3

() ARIXFMERZEYXHIIEH

HIELZ AN BHEEL, REHX
MERZEY XS TS R EHIE
REENTABE, BERAARTNE
AMYMNEEREE. TREENY
Rz T R EAIATELE,

(d) EZRBEXMENXEER

—BREHERBEXMENY
(TREBIEERED) RFTREFHM
FZEENRAIIE. BBEEUREA
XM ER, WBEXVNMEESR
SEREZEZNNGTE. BMNE
$ TEE ﬁﬂﬂfﬁﬁ% Tk A

WEENMELE. FLEENS
%ﬁ% AA%&E%E T A AL
REF—EL

We recommend the Commission to
communicate with financial regulators, to
revise their existing rules and regulations or
issue new guidelines to reflect this policy to
encourage cross border data sharing.

We note that the State will participate in
the formulation of international regulations
and standards on data security to facilitate
cross border data transfer. We
recommend that any such new regulations
should make clear:

(a) that the PRC supports free flow of data
across border;

(b) the scope of cross border data transfer
will be allowed (including any
restrictions on the types of data);
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(c) whether cross-border transfers of
certain types of data will be subject to
conditions. In particular, financial
institutions are required to disclose
data for anti-money laundering and
counter-terrorism financing purposes,
both within their corporate groups and
externally to comply with regulatory
obligations. We suggest that this type
of cross-border data transfer should
not be subject to any conditions. See
also our comments on Article 33 of
Part B;

(d) the procedural requirements (eg
whether entities need to undertake
data security assessment before
conducting cross-border data
transfer); and

(e) the relevant regulator for supervising
the financial institutions in relation to
cross-border data transfer activities.

As a general principle, we suggest that
international standards with respect to
cross-border data transfers be taken into
account when designing these cross-border
data controls to facilitate the secure flow of
data.

Please also refer to our recommendations
in paragraph 3 of Part A.

Further, we recommend the Commission to
reconcile Article 10 with Article 33,
including specifying the types of data which
financial institutions may transfer out of
the PRC without prior approval of the
relevant authorities.

BNEWEATIZE5¢mEENLEE,
EITHIFT RN FER S M A #4651,
U BRIX TR R S 153 2 4E 9 = B9 BUR

BVERE, ERBSS5EEREEX
E RN AR ARG E, (23RS R

22
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Chapter Il Data Security and Development
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R, WMMNEBW, FEHEXFHNNE
Wik AR 5110

(a) FEXFFEIEEERBBR,

(b) AFBIEBEZHOCE (BFEX
HURR BB ERSY) |

(c) #HAXBMEIREREHESIE
FTHREFMH. LHE, SHHEE
H b v & B A AR A0SR &R 2 38 <F s
BEXE, ARFRENITEEHD T
REEREMNEELRE. RMNE
W, NREXXEMNEIRE R EEE
EE &4, TRESRBANEZH
ME=T=FIRHANEN;

(d) BFEKXR (FInsSEEH#TEEL
BRI REESEHTHIERE T
&), &

(e) MTRLEESHIMBIEBEEZEE
AR EENE.

EA—MRMERN, HMNBWUAREFX
BRIEETN, NEEBEREESS
MERRRE, DUEHEBIRNZ 2R,

IRNEZ B EFERE 3 RAENL.

o, BMNBWEZIZHRETFES
=T =%REB-B BREIPHELRE
XEBVMAANE L T SR @
ER MR R BIRRE.

Please provide details of the “relevant
authority” for the purpose of reporting any
breach of DSL.

BREEKERBIEREZSRN [F
KEBIT] B9



15 We note that the relevant We make the following recommendations
administrative departments in  here:
the State Council are
responsible for formulating (a) Adopting existing international

standards concerning
standards relating to data
development, data
technologies and data
security.

We add that the
implementation of global
standards is crucial to
developing the PRC financial
market and attracting foreign
investors. The potential

standards and best practices

We are of the view that these
standards should recognise and adopt
relevant international standards as
much as possible. If full adoption is
not possible, the standards should be
aligned with relevant international
standards, and formulated having
regard to overseas practices to ensure
the efficient flow of data and
compatibility in practice, particularly in

the context of cross-border financial
activities.

differences in legal and
regulatory requirements
regarding data security across
different sectors and different
regions in the PRC is an area
of focus and concern which
may deter investment.®

We recommend setting out the details
by way of core principles of data
security which allow each organisation
to adopt a risk-based approach to
address the specific risks it faces.

(b) Proposed amendments

We recommend amending Article 15
as follows:

“The State advances the construction
of data development and use
technology and data security
standards systems. The State Council
administrative department for

Based on the “Study on Trading and Clearing Trends in Derivatives Markets” released by FIA in March 2020
(available at: https://www.fia.org/resources/fia-greenwich-associates-release-new-derivatives-market-research
(English version only)), the industry’s top request in terms of the changes they would like to see from
policymakers is to lower barriers for cross-border trading and clearing (see pages 6 and 7). The interest in the
PRC markets by U.S. and European firms only adds to the importance of efficient cross-border operations.
According to the study, 29% of respondents stated they are already active in Chinese futures, 20% are planning
to enter the market soon, while 18% are exploring opportunities there. This study pre-dates the global spread of
the Covid-19 pandemic, but it gives an indication of the strong interest in the PRC market by industry participants.

1RIE FIA F 2020 fF 3 BARM ACTETETHXBMEEEEMRY (MHE: https://www.fia.org/resour
ces/fia-greenwich-associates-release-new-derivatives-market-research (A% R) ) , TV HEEAFHNTL
RBORARERBEABSEZPMEENIE (WE6. 771 , MKREQAIWHETHHINBRES
SNBEREEENEE, REBHARIRE, 29%WFEXNRRMINERRSSFEHETE, 20%8BE
SHRIETTRFAABERHFATS, 5F BRHNBAERNREEEXTHAENS. RELARKBEHN
ERANBIETHEMENESIKELZNE, BEUMNREFELVFASEENHETHEERIINGE,
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This is particularly relevant to
multinational financial
institutions which may need
to use, process or store data
in multiple locations. If the
standards are not compatible
with international standards,
it may result in conflicting
legal and regulatory
obligations, which will pose
significant challenge to
multinational financial
institutions.

B+H% BAVERE, HIEEET
K. BIEFAMEEREHE
X, 2RESRE R
BUERII TR
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(c)

(d)

standardisation and relevant State
Council departments will, according to
their respective duties and
responsibilities, organise the
formulation and timely revision of
standards concerning data
development and use technologies and
products and security-related
standards—Fhe-State-following the
principles of transparency, openness,
impartiality and consensus,
effectiveness and relevance,
coherence. The State creates an open
and inclusive standard setting
environment and supports enterprises,
research institutions, institutions of
higher education, related sectoral
organisations, etc., to participate in
the formulation of standards.”

Involving foreign entities in the
drafting process

We recommend the government build
standards with participation on a
voluntary basis by relevant
stakeholders, including foreign
entities, to ensure practicality and
effectiveness. We expand on this
process in paragraph 3 of Part A.

Uncertainty about the legal effect of
industry standards

Please clarify the nature of the
standards formulated pursuant to
Article 15 (eg mandatory requirements
in rules or regulations, or industry
recommended standards), and the
implementation plan for the
standards.

BANBEWGAT:

(a)

K AT E Frin R ER 5

BAIAA, BRIENR T GEKIA
X AHEXEFRIRE. RAEET
EXPEGFGAE, ZFREDEIZ

25
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(b)

(c)

(d)

SHEXEFRRESEHES -2,
HEENEREEIMRG, FERE
ERHEIURS U R ARG AT (L
HEA#RTHERERIENN) .
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NEHFMR A, ILSARYAEE
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16 We welcome the PRC’s
support for specialised

agencies to provide services in

respect of data security

monitoring, assessment and

certification.

FHNE AR E X FHFE LA
RAtEgRZ SN, A
INERRSS

17 NA
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Please clarify:

(a) whether these specialised agencies will
be required to be certified by the
relevant authorities;

(b) if so, the specific criteria for the
certification, and the timeline for
obtaining such certification; and

(c) whether a data security risk
assessment needs to be performed by
the specialised agency. We submit
that self-assessment using a financial
institution’s independent internal
qualified functions (eg risk
management or audit) should suffice.
See also our recommendation in
relation to Article 20.

B

(@) BXREVHNHEEETHRAREENW
TAIE,

(b) W=, BEFIHIAMERNEAIRAETIRG
ARIEBHPMFERE, &

(c) FIELRENETHREAHT IWIE

P17, BAVAA, BESRYEREBRAY

TR S FEAEE] (AR EIEER S B

ﬁﬂ)LﬁEﬁﬁﬁE%ETcmﬂ
N B RIS S gty o 9: SEE-s VAN

We note that Article 17 provides a policy
direction.

We share our view that:

° the data transaction market should
not be overly regulated, as it would
be burdensome for firms engaging in
data transaction activities, and
detrimental to development of the
market and business interests. We
recommend promoting and
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19 We are of the view that the
tiered data security system is

Rk S

an important partin

safeguarding data security.

This Articles imposes direct
obligations on financial
institutions. However, it is
vague and lacks details on
how the tiered data security

system will operate.

asifma
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FIA

incentivising voluntary sharing at the
initial stage; and

a foreign entity should be permitted
to participate in the data transaction
market as a data transaction
intermediary, a data receiving party
and a data providing party. This
would help develop the market.

BADERE, F+EHFRETEHER

o

BEATAA:

(a)

(b)

BIEZZFTHAEREIEEE,
EARX SN MNEEBIER ZAEA A
SEMMERE, AHTHHA
R, mEmLAE. BORWED
AR EHMBBRYE, &

AR SLEE D BIRR 5 TN
A R R N BIRIR Ayt
ANEER ST, XEPTHHE
.

More detailed guidance required

We recommend detailed guidance in
respect of the level of protection
required and the enforceability of
tiered data security system. This
would enable financial institutions to
formulate and implement appropriate
measures to ensure compliance.

Whether data classification is a
mandatory requirement

We refer to the guidance on
classification and grading of data for
security and futures industry ( {1E%
HATR W 84 0 K 0 4R 3E51) ) issued
by CSRC which is a non-mandatory
recommended industrial standard.
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BIAA, BEREDES (a)
ERFRIFBELENER—
78

AR R INE 1 X
%. Af, EXBEZED
2% ) BEORs anfeliz (R A9 H iR+

SRR, RNEBIEL, (b)
There may be inconsistent (a)
definitions of “important

data”.

The DSL does not define
“important data”, instead it
delegates each relevant
regional and departmental
authorities to regulators to

FIA

This CSRC guidance provides for a
multi-level data protection scheme
conducted at an industry-specific level.
Please clarify whether the tiered data
security system under this Article
requires financial institutions to
perform data grading and classification
as a mandatory legal requirement.
Furthermore, financial institutions are
already subject to various regulations
and any additional standardisations
and categorisations should be avoided
so as to reduce possible overlaps and
inconsistencies.

mEEFANES

BANE Wk P 3 R AP B9 2R 5 F0 84
RE DR ER T H AT B E F A
1851, < ERYIIIEE B H E ML
EHERE, BREA.

EREF T AT DK%

IR, EEEMAE GES
BV EIED KD RIE5]) IR
HMERTLEWARE. IEERTE
SHEM Y M E T LA 2 RERE
RIFTTE

RETHEEZEDRFIEERS
R TEES RN K, B
AEXEREGREGIMENEER
Ko Uboh, SRV IUETHE
TEN, B, NEREaESMR
EMDE, NERREEESEMA—
B9 TTREM

Define “important data” in the DSL

We submit that the definition of
“important data” should be consistent
across regardless of the location of the
data activities and industry in respect
of which the data is used.



asifma

Growing Asia’s Markets

formulate a catalogue of
“important data”.

The formulation of the
catalogues across different
regions and industries may
differ. This inconsistency will
cause practical difficulty in
compliance, particularly, for
financial institutions with
branches and places of
business in multiple provinces
in the PRC, as they may need
to store and use the data on
both a localised and a
centralised basis.

FIA

(b)

(c)

We also request the Commission to
clarify whether “important data” will
form part of the “controlled
categories” referred to in Article 23.

Industry-specific catalogue prevails
over location-specific catalogue

If the Commission does not agree with
having one single definition of
“important data”, we suggest that the
DSL should expressly provide that the
definition or catalogue of “important
data” issued by sectoral regulatory
authorities prevail over that issued by
local governments.

We believe each sector or industry has
different practices and concerns with
respect to data use. The relevant
regulators are in the best position to
formulate the scope of “important
data” so as to achieve the purpose of
safeguarding national security and
public interest while minimising
impact on businesses. The relevant
regulators should also provide
guidance on how to deal with data
which falls within the ambit of more
than one industry-specific catalogues.

Involving market participants in
drafting of the definition of
“important data”

We request relevant sector regulatory
authorities to actively seek the views
of market participants and involve
them in the drafting process when
formulating the “important data”
definition or catalogue. Please also
refer to our recommendations on
having the PBOC as the lead and co-
ordinating regulator for financial
institutions in paragraph 3 of Part A.
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(d)

(e)

This is particularly important as
Articles 25 and 28 of the DSL impose
various data security protection
obligations on financial institutions
and their responsible persons and the
management body. See also our
comments on Article 25.

How the concept of “important data”
interacts with previous draft
regulations and existing law

We refer to:

= the draft Guidance on Security
Assessment — Guidance for Cross
border Data Transfer (2017)
(“Guidance”); and

= the draft Financial Data Security —
Guides of Data Security
Classification (2020) (“Guides”).

The Guidance and the Guides provide
details on the meaning of “important
data”. Please clarify whether or how
the Guidance and the Guides may
impact the tiered data security system.

We also suggest that the meaning of
“important data” referred to in the
Cybersecurity Law and the DSL's
“important data” should align.

(a) BT EEN [EELHIE] HEX

TAVNA, NRTFREIEAN A
RMERBENTLYE, [EEX
1Bl MEXRRF—E

BMBEBRZIZEH [EREIE]

EERBTEZT=4#MRAMN [EH
Pl KA.
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(c)

(d)

WREIZAFERY [EEXH
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20 The centralised mechanism We recommend that compliance by
for data security risk financial institutions with the centralised
assessment, reporting, data mechanism should be voluntary at the
sharing and supervision is initial stage.
likely to impact the operation
of financial institutions. This would facilitate the relevant

authorities to review its efficiency and
effectiveness.

The requirements under the mechanism
should not be too onerous, as any such
requirements will be detrimental to
economic and business interests.

In respect of the reporting mechanism, we
recommend introducing the concept of a
risk-based approach and self-assessment.
Such assessment should be formulated
having regard to the nature, volume and
sensitivity of the data. A lead regulator (eg
PBOC as recommended) could develop best
practice guidance together with financial
market participants, so that they can give
due consideration to issues such as
confidentiality, intellectual property and
other related legal obligations.

Please see the Financial Services Sector
Cybersecurity Profile developed by the
Financial Services Sector Coordinating
Council” as an example of a risk-based
assessment tool.

7

Available at: https://fsscc.org/Financial-Sector-Cybersecurity-Profile. (English version only)
Al FLLURMAEE B https://fsscc.org/Financial-Sector-Cybersecurity-Profile. (R 230k
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(a) Lack of sufficient details

The DSL does not contain
sufficient information
relating to the data
security review system to
enable financial
institutions to properly
assess its impact on their
business operations and
their risks.

FIA

BMNEW, ENEHNER ErVLEs
ShE—aYLHIR X B B o Eat.

XA A X EEVMAGTIZILH AR
AR,
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@ JEMBBITEN S . B RIHEH
W E N F R EBIEAER. BEMEUE
K. 2XEENE (Bl rEia
R17) IEERTHSE5EHBTER
EMRBIIES], URDZEBEIVIEME.
IR E AR AN S F B

HRRASENET X, BERXES
MRS TUIMAZRS " RiEN (SRR
STWMBELRE/R)

We recommend:

=  providing more details on what the
data security review system will entail
and how it will be implemented;

=  restricting the scope of the application
of the data security review system
such that it can focus on addressing
key national security concerns;

= clarifying when a data security review
will be triggered and what types of
“data” or “data activities” will be
covered, and who will be qualified to
conduct the data security review (eg
whether the review will be conducted
by a relevant authority, or whether a
financial institution will be expected to
engage independent auditors, or use
internal resource to conduct the
review); and

34
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(a)

(b)

(b)

iR /D Bt B

HELREEFATEHER
BHEELEREE
MEXER, ILERIN
M TR IZH E X H
W EZERNE WA E
PN

Broad potential
application

Having regard to the
broad definition of “data
activities”, we are
concerned that this
Article may lead to an
unintendedly broad
interpretation and
application.

BEN RSEERT

£T [8dEEz] M5
REX, BAHBOAF
RS ELTRIEFER

AT AR A o

FIA

=  that the Commissioner prepare and
make available to all financial
institutions a matrix of relevant
authorities for each industry and
region.

BATE:

REEXEELEHEFHESENR
YR AT ST A E S

* REBEZEHEFNENNASE
B, BEREHEFENTIHE
RKEMERZE0EH,

* JHSMAEEREHEENER.
BRZsHERBEESN [8IE] =
[EEAs) ] KEMERIEHITE
FErEHENARNE (B0, &
EEZEHMBEXEENBNGT, HE
BFHEERYMEBIFMR 2D
ERABRRETHEE) | &

» EFIZNAEETRUNET—NE
BRTLUYMESHXOEXEENE
BE,

We recommend clarifying how the data
security review in this Article relates to the
“security assessment processes” described
in the Cybersecurity Law, the data security
risk assessment (as stated in Article 20), the
draft guidelines issued by the CAC and
industry standards.

We suggest that a financial institution
should be exempted from the data security
review if it has conducted a security
assessment process in the past year.

BMNBWEPRETHBIELEHER
WS ML XA [RETHETRE
Fl . 8EReNR¥E (REZ
%) . BEmMANEIERUEEM
TUAREEEER
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We understand that the State
will impose data export
controls.

We are particularly concerned
about the following:

(a) What the data export
controls entail - for
example, whether
financial institutions will
be subject to any
obligations to disclose
the details regarding the
destination’s network or
cybersecurity, or to
encrypt controlled items
before transfer across
border.

(b) Consequences of breach
of data export controls -
for example, whether
failure to comply with the
data export controls
would impact the ability
to expand business in the
PRC, or to obtain new
licences.

BN 7T BER B LEEREN
=558

BANL ARE T B

(a) HIBPEOEHNE W -
B, £rmAlBEER
BTEHEES B
W 2% o 28 22 2 K BN
FHARRXS, MK
EANERTEERE
BIANZEE 6.

Fi

BMNBWMRESRYEE T E—FER
TREVEER, NRENHETEE
REWE,

We recommend clarifying if “controlled
items” means “Controlled Items” as
defined in the draft Export Control Law. If
so, we submit that this requirement should
be set out in the Export Control Law but
not the DSL. If not, we recommend
clarifying the scope of “controlled items”.

We also request expressly providing that
the sharing, disclosure and transfer of data
within the same corporate group (including
between different branches) should not be
subject to export controls regardless of
whether the data is a “controlled item”.

AW E AR FATA R f%*%' ) |
2AEEE (HRESZE (EX) ) iR
ER (BRI . ilﬂm, ?*/:ﬂh}\jaﬁ
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Chapter IV Data Security Protection Obligations
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Chapter IV in
general
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Chapter IV of the DSL imposes
a number of obligations on
financial institutions.

FIA

We recommend clarifying:

(a)

(b)

(d)

what would amount to “discriminatory
prohibitions, limitations or other such
measures”;

that a private entity will not be
affected even if it is incorporated in an
impugned country;

the relevant authorities which will be
responsible to supervise compliance of
any measures adopted; and

the specific circumstances and data
types to which this Article 24 may

apply.

FNZWEA T &I

(a)

(b)

(c)

(d)

HABRBT [EAENEL. R
H B E H AR EE ]

Bl PAE SCIA7E 32 o 58 [ 30T A AR

S, JRASFE|FIN,

B 11 3% 5 B8 F P R AR T e
MEXEENS, &

REIREE RN EBRMEIERE
gl_JO

We recommend detailed guidance to
enable the financial institutions to
understand their obligations and how to
comply. Please also refer to our
recommendations in paragraph 3 of Part A.
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HiRe e EBMNEXN SR
MEIN—RFI X5,

We raise the following:
(a) Status of requirements

The reference to
“administrative rules and
regulations... and other
measures” may have an
unintended effect of
requiring private entities
to adhere strictly to
recommended standards
which do not have the
force of law in the first
place.

This Article may expand
the scope of application
and uplift the
punishment for existing
requirements. We
believe the original
intention of those
requirements should be
upheld.

BB RMAT:
() AXRMERH AL

Xt [{TBUE..... X HAth
DB KRR T8
BRAPERMELE™
BT RIWANIRE, M
BRIFERLIFTTER
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FIA

FMBWATERYMIEMIES], 1LE
PBEEXS R BT, JRESEE L
%3 R,

We recommend expressly clarifying that:

data activities should be conducted in
compliance with mandatory
requirements under the relevant laws
and regulations; and

entities will not be required to adopt
recommended standards or best
practices (which should be in line with
international standards as mentioned
in our recommendation on Article 15),
but they may do so voluntarily or
choose other standards or practices
that allow them to comply with the
DSL, in light of their own
circumstances and/or a particular fact
pattern.

B AR

BRI o N8 <P AR KRB E ML A958R
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(b) Responsible person and
management body for
data security

This Article imposes
direct obligations on
private entities to
maintain responsible
personnel and
management body for
the purpose of the data
security protection.

However, no detailed
guidance has been
provided as to complying
with these requirements.

(b) BEREMNATANE

4
RENMHELAEENE
X%, BRMELE
MBIEZERIPIEER
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ZEMERBFAIE
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27 This Article imposes a

notification obligation on
financial institutions in case of
a data security incident.
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To enable financial institutions to comply,
we recommend expressly clarifying:

= that the responsible person can share
roles between group companies or
other similar data protection roles
under other laws or regulations;

= that the responsible person can have
other roles; and

= the obligations and potential liabilities
of the responsible person and the
management body.

AEEEAYMETIE, HNEIWBH
ME

= AEATURBEHMEEEINAEER
NE) 2z a4 BRI H M KA 5
ERIFERE,

* ARATMUEHMIRE, &

* MRAMNEEVNMOIXEZREBEER
.

The Article requires notification to data
subjects according to “regulations”. We
ask that the relevant regulations be
sufficiently described to enable this Article
27 to be interpreted properly.

We also suggest clarifying to whom should
a financial institution report in case of a
data security incident.

We also recommend detailed guidance on
how the requirement will be applied and
enforced. For instance, financial
institutions may be subject to a duty of
confidentiality to other parties (eg under
contract). Such guidance should assist
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financial institutions to navigate those
conflicting obligations.

AEMERZR [ME] BRARLESE
Ao BANMERN B XA EETEMRIER,
IEARFFINE S FIE,

BMBWHEE, MRREBERESE
. ERIENEB—TTIRE .

R, FATEIAIZAE NN AT
HEFAIES. B, SRV TIREM
X AEFRETE (WREER) .
BRIESIEBEHSRVEEL R XIE
Fr. #REM.

We refer to our comments on Article 19
with respect to the definition of “important
data”.

Please clarify the triggering event for a
financial institution to conduct data risk
assessments and provide details of the
assessment standards. We recommend
that a financial institution should decide on
the frequency of the data risk assessment
having regard to the data security risks to
which it is exposed.

BRRARBMNIXTETAEFTX [ER
#IE | EXHEL,

155 B £ Bh AL A9 3 1T R MBS TR 4 AY fik
REM, FHREFAOEETE. A
2R R & R LA IR TE TR G B KBS By
IR, FEAEIR BN R E AT A XY
HIERE N .

We recommend amending Article 29 as
follows:

“Any organization or individual collecting
data must adopt lawful and proper
methods; they may not steal data or obtain
it by other illegal means. Where laws and
administrative regulations contain

provisions on the-purpese-er-scope-of-date
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Fi

collection or use, or both, of data, data
shall be collected for a lawful purpose and
used in accordance with the purpose(s) for
which the purpese-and-within-data was
collected. An organization or individual
shall collect only such data as is needed for
the scope-prescribed-by-lawsand

i . _ !

st ity-intended

purpose.”

We also recommend clarifying the ambit of
“data collection” in this Article.

BNBYUNEZTAFKEROTETT:

[ETAR, PAKEEE, STREK
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We welcome the Government’s positive
attitude towards data transaction activities.

We submit that the current regulatory
requirements on data protection in the
financial sector is stringent and data
activities conducted by financial institutions
are subject to strict regulatory oversight
and involve intricacies of various existing
laws and regulations, including those
relating to anti-money laundering and
counter-terrorism financing.
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FIA

It is extremely costly and complicated for
financial institutions to revise their existing
practices to address any changes in legal or
regulatory requirements. The interplay of
the new and existing requirements may
also create unintended consequences for
data subjects. We suggest caution in
imposing any new regulatory requirements.
We also suggest the Commission to consult
the relevant authorities, and industry
stakeholders to ensure that they are
practicable and workable.

Financial institutions will require further
details on data transactions (eg what types
of data may be transacted, the extent to
which the data may be further transacted,
how issues such as breach of confidentiality
or secrecy should be dealt with) to provide
meaningful comments regarding to any
potential data transaction with respect to
financial data.

If the Commission intends to allow data
transactions with respect to financial
information, the Commission should work
together with PBOC to ensure existing rules
are updated to reflect this policy. Please
also refer to our recommendation is
paragraph 3 of Part A.

AL BT IR Z s IEE S
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31 NA We make the following recommendations
here:

(a) Scope of the licensing regime for
“specialised online data processing
services”

We recommend defining “specialised
online data processing services” to
clarify the scope of the licensing
regime.

We further submit that foreign entities
should also be eligible for the licence
to operate “specialised online data
processing services”.

(b) How the new licensing regime
interacts with existing law

We recommend clarity as to how this
new licensing regime will interact with
the administrative licensing
requirements for telecommunication
business under the
Telecommunications Regulations.
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We submit that this article
does not provide sufficient
details relating to the scope of
investigation or enforcement
powers, who may exercise
such powers, and how they
may be exercised.

This is particularly the case for
international financial
institutions.

Such further details are
essential to enable those
financial institutions to
formulate and implement
appropriate internal measures
(eg privileged access,
authentication activities, user
credentials, mail attachments
and uploading/downloading
activities) to monitor and
manage data security and to
ensure compliance with the
DSL.

We reiterate our comments
and recommendations on
Article 2 in this Part B that the
investigatory power by the
relevant public security
departments and national
security departments should

FIA

(b)

ERE]  WEBZEFIMAS
EHSEE.
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We recommend providing specific details
regarding:

(a)

(b)

(c)

the relevant laws and regulations
referred to in Article 32 with which the
public security departments and
national security departments are
required to comply;

the contact details of each relevant
public security department and
national security department in
respect of any investigation or
enforcement of the DSL;

how data may be collected by the
relevant public security departments or
national security departments, and
how they will make such requests for
data, including details on:

e how they may exercise their powers
to request data stored outside the
PRC for the purpose of investigating
any Harmful Non-PRC Data
Activities; and

e the approval procedures that they
need to go through to the request
data for the purpose of
investigations.
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not cover non-PRC Data
Activities. See also our
comments on the DSL’s
extraterritoriality in paragraph
1.1 of Part A.
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We refer to Article 177 of the
Securities Law which restricts
the disclosure of securities
business-related data to
overseas regulators.

We understand that the
existing position is now
proposed to be expanded to
cover any and all data stored
within the PRC that may be
requested by foreign law
enforcement bodies.

FIA
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We recommend expressly clarifying that
this Article does not apply:

(a) to the types of data that are not likely
to endanger national security or public
interest. These types of data should
be expressly set out in the DSL or any
related rules or regulations;

(b) to data stored in the PRC merely by
virtue of its storage in a cloud server
located in the PRC;
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We submit that this expansion
will create major issues for
global financial institutions
headquartered outside of the
PRC, as it is likely to conflict
with existing legal
requirements under the laws
of other jurisdictions. For
example:

= financial institutions may
be required by the
foreign regulator to
respond within a time
limit; and

= if PRC authorities refuse
to provide an approval to
disclose, then the
financial institutions may
be in breach of the law of
the other jurisdiction.

BEAMF, (EZFE) 5
—BtTEHFREEEHNE
ENARBSIES W 5 IE D
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FIA

(c) if there is no data export (ie if a copy
of the data is already lawfully stored
outside the PRC offshore before a
foreign law enforcement body makes a
request for the data in the jurisdiction
where it is stored outside PRC);

(d) when the data export is to facilitate
intra-group assessment or reporting
for anti-money laundering and
counter-terrorism financing purposes;
or

(e) to provision of data to international
organisations (eg Interpol).

We also ask that the meaning of “foreign
law enforcement bodies” be clarified: in
particular, whether financial regulators, tax
bureaus, exchanges and clearing houses
will be considered “foreign law
enforcement bodies”.

We recommend that relevant authorities
also expressly revise similar existing
restrictions (eg CSRC's restriction on the
sharing of "any securities business related
data" without CSRC approval, and CBIRC's
restriction on the transmission of client
data to an offshore vendor regardless of
whether the data is encrypted).

See also our recommendations on Article
10.
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Chapter V Government Data Security and Openness
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39 We welcome the opening up
of public data for use by firms
which may drive data
innovation and the use of data
for public good and societal
benefits. This is essential to
facilitate green finance and
sustainability.

However, we are concerned
whether financial institutions
have lost their rights over the
data they collected if they
aggregate or combine with
government data.
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In this regard, we recommend defining
“government data” and providing more
details on how the ownership of data may
be affected if the government data is
combined with the data collected by the
financial institutions.

FULmE, FAVRWFE [BESEEE]
RS, EREG MBS BES S5t

47
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46 We submit that private
entities should be entitled to
civil compensation with
respect to any infringement of
their rights to trade secrets or
proprietary information
caused by a government
employee’s negligence or
abuse of power.
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Please clarify the criteria in finding a
“material security risk in data activity”.

BHPEEXN [BIEENBFEERAZENR
B | B9FRAEE.

Please clarify which competent authority
(or authorities) will enforce the DSL with
respect to financial institutions.
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We recommend amending the Article as
follows:

“If government employees with the
responsibility of overseeing data security
neglect their duty, abuse their power,
infringe trade secrets or other proprietary
information, or abuse their position for
private gain, yet it does not constitute a
crime, they shall be sanctioned in
accordance with the law and liable for civil
compensation for infringements of trade
secrets and proprietary information.”

Please clarify that “government
employees” referred to in this Article
means any persons employed by the (PRC)
Government who are responsible for
supervising any and all data activities with
respect to data security.
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We believe that the penalty
provisions in the respective
laws and regulations are
sufficient.

We are also concerned that a
generic cross-reference to
other crimes which are
already covered in other laws
may cause confusion.

AN, BREEEAA
AT EE 29,

BAHE O EMEREE HE
MEMETE—RSRTE

=ElERE.

We believe the existing Law
on Guarding State Secrets is
sufficient in regulating data

that constitute state secrets.

BAPAA, WTH (RTE
KWEZE) EUREMNRE
R R EIE.

asifma F'

Growing Asia’s Markets

[BTH LM E T EAE S L EA
RIBRF. HHRK. BIEFWYIE
HAMETHIEE, JHEE EHIHE
HEFER, #oZxZE T, HBARRIEEH
WY ETMETH 589175 1E 4 K FEE

E. /

BRARER [ERIEAR] B8
FARET (FE) BF, AREEXR
EASRESEZENAL,

We recommend providing more specificity
to this Article by including:

= express reference to relevant penalty
provisions;

= taking into account other penalty
regimes; and

= a roadmap for enforcement in the
case of overlapping issues.
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We recommend expressly stating that the
DSL does not govern data that constitutes a
state secret or which relates to the military.
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