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Cyber Security in a
Dangerous Time
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Even as the d powers,
they also make us ecure....cyber
systems nourish us, but at the same time
they weaken and poison us.”

Richard Danzig, Former Sec. of the
Navy
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...As ctrinal matter, the Pentagon
has formally recognized cyberspace as a
new domain of warfare. Although
cyberspace is a man-made domain, it has
become just as critical as land, sea, air
and space.”






The ARPANET in December 1969




0 Internet

Geographic Map, June 1,1984

3 |
CSNET MEMEERS |

riamahonal
ARdotes

o







Content-Based S'gle SafeVchat Spelling

Self-Training
i Tomges Dynamics < Help Trust

A roacr pology TEX" Effects o k Gra h Deslgn e msewm -
P" Model nhneQ Y socnSevics ..
Pafallel Case
alike Evaluahng Result slngﬂﬁm‘gmkﬂlﬁsgvn*
N o PUS Construetion Anal
7o con‘l' Relafedness oy
DISCO\IEI‘\]W magatc MeagUIes

Keywords  yivoe omputations o D'vers"g Based Hiem Scientists
"""Serwce o |
e Video ocl = Twitter = Word Vi
aoed - Clustering
Advertising
Topic Semanhc Rating , /o

Intent

Learmn Efficient ™M _image ez ;.
Informah s Rocommendatio
1 .chuernes g L5t o

Spread
Delivery Algorithms Similarity predicting News Set e
! ncjmn'?ee Strctured Lmk Mechanusm |g|neg o
Propagation o Tempotal ot 0,
outing
** Finding c,,,,ﬁm,j,'usl,‘ﬂlc e

Budget Engagement

Networks

Cascades




% SHODAN

11



AP0 jan virt

’ . arogam Virts SR
There’s hurting yo e I

potkitl

b

S sp \ setu
jan virt s dhlware
ri1s Spam § hac Ker CUR Rpeurity T

O

Y
e e ~‘;"
¢ _. A 3 b S

There’s creating physical
destruction

¥




e Criminal Gar

e Hacktivists

------
s

I

13



,yimﬁ
{

THE EOMR DRPQY




. __q N .
- ’: \
8 T T

R ——

SONY PICTURES ENTERTAINMENT

ol 47

@ ’9‘

15



7

)
3
2

A
TR u

IHAHMH HQGKERS

FIVERY dansy
L

WAROONS —

anwn

\
“[RIITI:
4 PFTTLLCLLLAAL

- g™
‘ -

~
-
e
8
ve!

==
P
—
o
]
sl
P

v i"'.q‘a-uunnn -

§

l.

1"

qu




P> Potentially could be
used against
individual users
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UHAT HACKERS CAN FIND
IN AN OPH
PERSONNEL FILE

SOCIAL SECURLTY NUMBER

DATE AND PLACE OF BIRTH

BENEFIT SELECTIONS
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Edward Snowden

T guar dian

US orders phone firm to hand |
over data on millions of calls
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e Authorize
engage in "signi
activities”

ous cyberenabled

* Freezing assets or barring commercial
transactions
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* Rou
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* DHS help
complex attac

st more

* 2% of attacks may prompt a national response

— “...something that threatens significant loss of life,
destruction of property or lasting economic
damage”
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* Cyber security is
not just adequate
defense, but
preserving why
we have the

Physwlogical needs (survival)

internet in the s e
first place.
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“Tech

socially o mbodies
and usually tra ttitudes,
economic endowments, moral priorities,
and even the aesthetics of the societies
that create it. It is very hard to simply
adopt the machine and not the less
tangible biases that go with it.”
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states, and interference in their
internal affairs...destabilization of

internal political and social-economic
environment...”
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Wha
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Should we
international?-

How long will internet governance be essentially
American??

Are international norms possible??
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